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'lo

5.1

5.2

5_-3_

SERVICES REQUIRED

‘The Office of Contracting and Procurement, on behalf of Office of the Chief Technology

Officer secks a Contractor to pr0v1de a PaloAlto Next-Generation Threat Prevention Appliances
for upgrading the existing aging hardware in order to protect the District of Columbia’s New
District Data Center from antivirus and basic threat emulation.

CONTRACT NUMBER

‘GS-35F-0119Y

TASK ORDER NUMBER
CW80744
TERM OF CONTRACT

The term of the contract shall bé for a period of one year from daté of award specified on the
cover page of this contract.

CONTRACTING OFFICER (€CO)

Contracts may be entéred into and signed on behalf of the District Government only by
Contracting Officers. The name, address and telephone number of the Contracting Officer for

‘this task order is:

Chris Yi

Office of Contracting and Procurement

441 4th Street N.-W., Washington, D.C. 20001
Telephone: 202.724.5069

E-mail: Chris.Yi@dc.gov

The CO s the only person authorized to approve changes in any of the requirements of this
contract.

The Contractor shall not comply with any order, directive or request that changes or modifies the

Tequitements of this contract, unless issued in writing and signed by the CO.

In the event the. Contractor effects any change at the instruction-or fequest of any person other
than the CO, the change will be considered to have been made. without authority and no
adjustment

CONTRACT ADMINISTRATOR (CA)

The CA isresponsible for the techinical administration of the contract and advising the Contracting

'Ofﬁ_:cer as to the Contractor °s compliance or noncompliance with the contract. In addition, the
CA is responsible for the day-to-day monitoring and supervision-of the contract, of ensuting that
‘the work conforms to the rfequirements of this contract and such other responsibilities and




Task Order Agreement No. CW80744

6.1

6.2

7.1

8.1

8.2

authorities as may be specified in writing by the Contracting Officer. The CA for this task order
is:

Suneel Cherukuri

Office of the Chief Technology Officer

200 I Street S.E., Washington, D.C. 20003

Telephone: 202.741.5008

E-mail: suneel.cherukuri(@dc.sov

It is understood and agreed that the CA shall not have the authority to make changes in the
specifications/scope of work or terms and conditions of the contract.

Contractor shall be held fully responsible for any changes not authorized in advance, in writing,
by the Contracting Officer, may be denied compensation or other relief for any additional work
performed that is not so authorized, and may also be required, at no additional cost to the District,
to take all corrective action necessitated by reason of the unauthorized changes.

INVOICE PAYMENT

The District will make payments to the Contractor, upon the submission of proper invoices, at
the prices stipulated in this contract, for supplies delivered and accepted or services performed
and accepted, less any discounts, allowances or adjustments provided for in this contract.

The District will pay the Contractor on or before the 30th day after receiving a proper invoice
from the Contractor.

INVOICE SUBMITTAL

The Contractor shall submit proper invoices on a monthly basis or as otherwise specified in the
contract.

The Contractor shall submit payment requests in electronic format through the DC Vendor
Portal www.vendorportal.dc.gov by selecting the applicable purchase order number which is
listed on the Contractor s profile.

To constitute a proper invoice, the Contractor shall attach to all payment requests the invoice
and all supporting documentation or information.

ATTACHMENTS

Attachment A - Statement of Work
Attachment B - Price Schedule
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ATTACHMENT A
Statement of Work
Al Scope ~ u | o

‘The Office of the Chief Techinology Officer (OCTO), Citywide Information Security (CWITS),

seeks.a Contractor to provide a PaloAlto Next- Generation Threat Prevention Appliances for

upgrading the existing aging hardware in order to protect the. District of Columbia’s New

District Ddta Center from antivirus and basic threat emulation.

A2  Applicable Documents

Notapplicable.

A3 Definitions
Not applicable,
A4  Background

a) The Office of Coniracting and Procurement (QCP), on behalf of The Office of the Chief
Techriology Officer (OCTO), Citywide Information Security (CWITS), uses the PaloAlto
Next-Generation Threat prevention devices to protect against evolving cyber threats.

b) The District is relocating its existing data center. PaloAlto Next generation appliances
extends the security posture for DC Government information. technology resources by
providing advanced Intrusion Detection, application filtering, URL filtering, network
antivirus and basic threat emulation.

A5 Requirements
A5.1 The Contractor shall provide the following products below:
Line Item Part | Product Description Qty | Unit
Number Ttem
1 PAN-PA-5260-AC Palo Alto Networks PA=5260 with 2 | Each
_ _ _ redundant AC power supplies. _
2 PAN-PA-5260-TP-HA?2 | Threat prevention subscription fordeviee | 2 | Each
in an HA pair year 1, PA-5260 .
3 PAN-PA-5260-URL4- | PANDB URL filtering subscription for 2 | Each
_ HAZ device-in an HA pair year 1, PA-5260 _
4 PAN-SVC-PREM-5260 | Premium support year I, PA-~5260 2 | Each
PoP: On Delivety - 365 Days _
5  PAN-MGFR-XDR- ‘Cortex XDR for 1TB of Cortex Data 2 | Each
1TB-1YR Lake, includes 200 Traps licenses (TMS

Only), 1-.year, includes Premium Suppoit
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6 PAN-VM-300-PERP- Palo Alto Networks Perpetual Bundle Each
BND2-PREM-1YR (BND2) for VM-Series that includes VM-
300, Threat Prevention, PANDB URL
filtering, Global Protect and WildFire:
subscriptions, and Premium Suppoit ;
7 "PAN-LGS-1TB-1YR Logging Service with 1TB of storage, 1- Bach
year, includes Premium Support
g "PAN-PA-3260. Palo Alto Networks PA-3260 with Each
redundant AC power supplies
9 'PAN-SFP-PLUS-SR SFP+ form factor, SR 10Gh optical Each
transceiver, short reach 300m, OM3
MMTF, duplex LC, IEEE
10 PAN-PA-3200-ACC | PA-3200 Series Accessory Kit Esch
11 PAN-PA-2RU- RACK4 | Palo Alto Networks PA-3220, PA-3250, Each
and PA-3260 4 post rack mount kit
12 PAN-PA-3260-TP-HA2 | Threat prevention subscription for device Each
| inan HA pairyear 1, PA-3260
13 PAN-PA-3260-URL4- | PANDB URL filtering subscription for Each
HA2 device inan HA pair vear I, PA-3260
14 | PAN-SVC-PREM-3260 | PAN-SVC-PREM-3260 Premiurm support Fach
Premium support year 1, | year 1, PA-3260
PA-3260

A5.2

A'S'S

AS5.4

A.S-S

A5.6

AS5T

The Contractor shall provide only the most current models, components and accessories-
in new, fully operational, factory sealed condition, with alt applicable licenses.

The Contractor shall warrant and represerits that the equipment is eligiblé for the
manufacturer’s normal, and extended warranty and support within the-United States to-
Authorized Users.

The Contractor shall not provide previously. owned, damaged, refurbished,
remanufactured, counterfeit, “gray market™ or substitute third party:itemns, They will not
be accepted.

The Contractor shall be an authorized reseller of the products specified and shall not be
sourcing equipment or materials:from the manufacturer through more than one
intermediary authorized distributor,

‘"The Centractor shall not provide any re-firbished hardware. No substitution of hardware

manufacturer, model, internal component or type will be-accepted.

The Contractor shall transfer ownership ‘of hardware to the Office 6f the Chief
Technology Officer within 30 days after PO is issued. This will ensure OCTO’s ability
to obtain support from the manufacturer.
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A.5.8 The Contractor shall be Direct authorized resellers Palo Alto Networks.

A.5.9 The Contractor shall specially label on all shipments with the word “OCTO-Citywide IT
Security”.

A5.10 DELIVERABLES

A.5.11 The Contractor shall provide the following products below:

Item Deliverable |Format/Method Due Date
of Delivery
Appliances as specified in C.5 1 Hardware Shipping 4 weeks from Date of
Approved PO

A.5.12 The Contractor shall send all shipments to the following address and contact person(s):

200 I St. SE, Washington, DC 20003, 4 Floor
Contact persons: Suneel Cherukuri
Phone: 202-741-5008

Contract Administrator: Suneel Cherukuri
Suneel.Cherukuri@dc.gov

CISO, Office of the Chief Technology Officer
Phone: 202-741-5008
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ATTACHMENT B
‘Price Schedule
B.1 BASE YEAR
Line Part Number Product Description | @ty | Unit Price Ext Price
Ttem
Number .
0001 | PAN-PA-5260- Palo Alto Networks PA-5260 2 $109,500.00 |.$219,000.00
AC with redurdant AC power
supplies
0002 | PAN-PA-5260- | Threat preveéntion subscription 2 $22,000.00  $44,000.00
TP-HA2 for.device in an HA pair year 1,
PA-5260
0003 | PAN:-PA-5260- | PANDB URL fikering: 2 $22,000.00 $44,000.00.
URL4-HA2 subscription for device in an
HA pair year 1, PA-5260
0004 | PAN-SVC- Premiur support year 1, PA- 2 $28;730.35 $57,460.70
PREM-5260 5260 -
PoP: On Delivery - 365 Days
0005 | PAN-MGFR- Cortex XDR for 1TB of Cortex | 2 | $7,900.00 | $15,800.00
XDR-1TB-1YR | Data Lake, includes 200 Traps
licentses (TMS Only), 1- year,
includes Premium Support
0006 | PAN-VM-300- Palo Alto Networks Perpetual 2 $5,700.00 $11,400.00
PERP-BND2- | Bundle (BND2) for VM-Series
PREM-1YR that includes VM-300, Threat
Prevention, PANDB URL
filtering, Global Protect.and
WildFire subscriptions, and
Premium Suppott.
0007 | PAN-LGS-1TB- Logging Service with 1TB of 2 $1,800.00 '$3’,_600;00
1¥R storage, 1-year, includes
Premium Support
0008 | PAN-PA:3260 Palo Alto Networks PA-3260 2 $26,070.00 $52,140.00
with redundant AC power '
supplies
0009 | PAN-SFP-PLUS- | SFP+ form factor, SR 10Gb Z | $97500 | $3,900.00
SR optical transceiver, short reach
300m, OM3 MMF, duplex LC,
IEEE
0010 | PAN-PA-3200- | PA-3200 Series Accessory Kit 2 $42.50 $85.00
ACC
0011 | PAN-PA2RU- | Palo Alto Networks PA-3220, | 2 $127.50 $255.00
RACK4 PA-3250, and PA-3260 4 post
rack mount kit
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0012 | PAN-PA-3260- | Threat prevention-subscription $4.545.00 $9,090.00
TP-HA2 for device inan HA pair year 1,
PA-3260 | ._
0013, | PAN-PA-3260-. | PANDB URL filtering $4,575.00 $9,090.00
URL4-HA2 subscription fot device in ah
HA pair vear 1, PA-3260
0014 PAN-SVC- PAN-SVC-PREM-3260 -$5,736.09 $11,472.18
PREM-3260 Premium support year 1, PA-
Premium support | 3260 '
vear 1, PA-3260
BASE YEAR $481,292.88
8




